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SUMMARY

Network Engineering and Computer Security graduate with CCNA and AWS Cloud Practitioner certifications. | learn
best by building and testing real tools. My main project, APIS, finds attackers moving inside a network. On real data
from Los Alamos National Laboratory it caught 96% of the red team's stolen-credential logins and cut false alarms by
79%. | also led two project teams: my graduation project reached the Top 100 at Jordan's 12th National Technology
Parade, and my NASA Space Apps 2025 team placed 3rd. Looking for a role in SOC, NOC, network or security
engineering, or cloud support, and available to start now.

CERTIFICATIONS

+ Cisco Certified Network Associate (CCNA), valid through October 2028
+ AWS Certified Cloud Practitioner (CLF-C02), valid through November 2028

+ Cisco Networking Academy (September 2025): Cyber Threat Management, Ethical Hacker, and Introduction to
Cybersecurity

TECHNICAL SKILLS

Networking: TCP/IP, OSI Model, Routing and Switching, OSPF, VLANs, STP, Subnetting, ACLs, NAT, DHCP, DNS, VPN,
Wi-Fi, Cisco I0S

Security: Threat and Anomaly Detection, Log Analysis, Network Traffic and Packet Analysis, Alert Triage, IDS and IPS,
Firewalls, SIEM, Vulnerability Analysis, Ethical Hacking, Linux Hardening, MITRE ATT&CK

Tools: Wireshark, tcpdump, Nmap, MITRE Caldera, Git, GitHub, VirtualBox, VMware Workstation

Systems and Programming: Linux (Ubuntu, SUSE), Windows, Bash, Python, FastAPI, REST APIs, SQLite, C# and
ASP.NET Core (basics)

Cloud and Al: AWS (Lambda, loT Core, DynamoDB), MQTT, TLS, Claude API, LLM Tool Use, Computer Vision
(YOLOVS5), Text Classification, Al Agent Security (MCP)

Languages: Arabic (native), English (fluent), Hebrew (conversational)

PROJECTS

APIS, Adaptive Protective Immune System 2026
Independent project, Python, github.com/shehabé157-design/apis-lateral-movement-detector
+ Built a system that learns what normal looks like for every device, user and Al agent on a network and alerts
when something changes, to catch attackers moving between machines (lateral movement).
- Brings network traffic, Windows login events and Al agent activity together in one place. When the network and
login detectors flagged the same pair of machines, about 40% of alerts were real attacks, compared with about
2% from either one alone.
« Tested on the public Los Alamos National Laboratory (LANL) dataset. Its Pass-the-Hash and Pass-the-Ticket layer
caught 96% of the red team's stolen-credential logins (166 of 173) and cut false alarms by 79%. On network
data, false alarms dropped from 2,896 to 603.


https://www.linkedin.com/in/shehab-shibli
https://shehab6157-design.github.io/
https://github.com/shehab6157-design

» Set up a three-machine Linux lab, captured the traffic and ran a simulated attack. All 7 alerts landed on the
attacker's connection to its target.

» Detects Al agents that were taken over by hidden instructions inside the files they read, with false alarms
measured on 576 real agent actions across 99 sessions. When real data proved my first rule wrong, | rebuilt it
and tested it again on data it had never seen.

« Extended the approach into an MCP Security Proxy for Al agents that logs every tool call to a hash-chained audit
log, raises an alert only when two or more signals agree, scores simulated purple-team rounds, and can run real
MITRE Caldera operations on a lab VM. Code: github.com/shehab6157-design/mcp-security-proxy

» Includes a REST API, confidence scores for triage, a tamper-evident audit log and 236 automated tests.
On-Road Real-Time Animal Detection and Alert System 2024 to 2025
Graduation project, Team Leader, Top 100 at Jordan's 12th National Technology Parade

» Led ateam that built a system to warn drivers about animals on the road ahead, reaching 83% mAP at about 340
ms per frame on a small embedded device.

» A Raspberry Pi 5 runs a custom YOLOv5 model and sends each detection over MQTT with TLS to AWS loT Core,
where Lambda finds vehicles within 1 km and alerts them.

« Managed the project from start to finish: weekly progress reports, regular check-ins with every member, and
hands-on help whenever someone was stuck.
S.0.S, Sustainable Orbit Sweeper 2025
NASA Space Apps Challenge 2025, Team Leader of Team Orion, 3rd Place
« Led our modular debris-cleanup concept from the first idea to the mission plan | presented to the NASA judges.
« The design catches small debris with a net and gel, handles larger fragments with a laser array, and carries an
onboard recycling unit.

Other Projects
« Phishing Detector: combines a TF-IDF text model, regex behavioral signals and simulated sender history. Caught
9 of 12 phishing messages with O false alarms in my test set.

« Personal Al Assistant: a web app with persistent memory, where Claude decides what to save through tool use,
built on the Claude API, FastAPI and SQLite.

EXPERIENCE

Linux and Enterprise Systems Trainee, SkyTech Company August 2025 to October 2025
»  Worked with the Linux command line and troubleshooting on SUSE in a real company environment, and got first
hands-on exposure to SAP Business One and SAP HANA.

ASP.NET Development Trainee, The Hope International Company May 2025 to July 2025
» Built backend features with C#, SQL and ASP.NET Core, and practiced database operations and object-oriented
design in team sprints.

EDUCATION

B.Sc. in Network Engineering and Computer Security 2019 to 2025
Jordan University of Science and Technology (JUST), Irbid, Jordan

ADDITIONAL ACHIEVEMENTS

 Invited Participant, World Space Week 2025, Aeronautical Engineering Department, JUST
« Al Workshop Certificate, Practical Google Ads with Al, Crown Prince Foundation



